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    SafeRPC

SafeRPC is a small BEAM-native RPC layer for explicit, capability-scoped APIs over safe Erlang external term format.
Use it when both sides are BEAM applications and you want ordinary Elixir/Erlang terms without exposing Erlang distribution or arbitrary remote MFA.
defmodule MyApp.AdminRPC do
  use SafeRPC, service: :my_app, version: "1"

  @rpc true
  @spec status(map(), map(), keyword()) :: {:ok, :ready}
  def status(_payload, _meta, _state), do: {:ok, :ready}
end

defmodule MyApp.AdminRPCServer do
  use SafeRPC.Adapter.Server, service: MyApp.AdminRPC
end
{:ok, server} = MyApp.AdminRPCServer.start_link(socket: "/tmp/my-app.sock")
{:ok, :ready} = SafeRPC.call("/tmp/my-app.sock", {MyApp.AdminRPC, :status})
What runs where
	Concern	Side	Time
	use SafeRPC and @rpc collection	service module	compile time
	atom vocabulary collection from RPC specs/bodies/options	service module	compile time
	socket listener and operation dispatch	server BEAM	runtime
	SafeRPC.call/4, cast/4, async/4	client BEAM	runtime
	SafeRPC.prepare/2 atom preflight	client BEAM calling server	runtime before atom-rich calls
	capability and authorizer checks	server BEAM	runtime per request

Why not Erlang distribution?
Erlang distribution is designed for trusted clusters. Once nodes are connected, the trust boundary is broad. SafeRPC keeps the surface narrow: only operations explicitly marked with @rpc or explicitly implemented by an adapter service are callable.
Installation
def deps do
  [{:safe_rpc, "~> 0.1"}]
end
Guides
	Service modules
	Clients
	Atom vocabularies and safe ETF
	Authorization
	Protocol
	Local bindings

License
MIT


  

    Changelog

v0.1.14 - 2026-06-26
	Include protocol reply atoms in service vocabularies exposed for safe ETF preparation.

v0.1.13 - 2026-06-26
	Use integer identifiers for one-shot requests so replies remain safe ETF across independent clients.

v0.1.12 - 2026-06-26
	Include guide files in the Hex package.
	Collect atoms from literal structs in RPC boundary terms.

v0.1.11 - 2026-06-26
	Collect literal atoms from RPC boundary specs, bodies, and options for service vocabularies.

v0.1.10 - 2026-06-26
	Add bounded atom vocabulary preparation for safe ETF clients.
	Add use SafeRPC, atoms: [...] declarations and a SafeRPC.prepare/2 client helper.

v0.1.9 - 2026-06-25
	Load the SafeRPC application metadata before descriptor calls so safe ETF can decode SafeRPC struct atoms.

v0.1.8 - 2026-06-25
	Use integer request identifiers so one-shot replies decode with safe ETF.

v0.1.7 - 2026-06-25
	Serialize RPC operation specs as strings so descriptors remain safe ETF across clients.

v0.1.6 - 2026-06-25
	Fix server connection cleanup after sending replies.

v0.1.5 - 2026-06-25
	Add :socket_mode support for Unix socket listeners.

v0.1.4 - 2026-06-25
	Add child_spec/1 to use SafeRPC.Server modules so SafeRPC servers and adapter servers can be supervised directly.

v0.1.3
	Treat :einval socket close notifications as normal shutdowns during server-side connection teardown.

v0.1.2
	Treat closed server reply sockets as normal connection shutdowns to avoid noisy crash reports during client disconnects or upstream restarts.

v0.1.1
	Fixed persistent clients so pending calls receive errors when the server closes the connection.

v0.1.0
Initial package release.
	Added Unix socket transport and packet-framed ETF requests.
	Added safe term decoding with :erlang.binary_to_term(binary, [:safe]).
	Added one-shot and persistent client call / cast APIs.
	Added server-side persistent connections and request id tracking for multiple in-flight requests.
	Added sharded client pools.
	Added Task-like async requests with async, await, yield, and shutdown.
	Added use SafeRPC.Server callback wrapper.
	Added per-request capability checks and optional authorizer callbacks.
	Added request cancellation.
	Added framework-agnostic adapter behaviours and HTTP envelopes.
	Added Plug adapter support.



  

    LICENSE


MIT License

Copyright (c) 2026 Danila Poyarkov

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    Service modules

A service module is compiled on the server side. It declares the service name and marks callable functions with @rpc.
defmodule MyApp.AdminRPC do
  use SafeRPC, service: :my_app, version: "1"

  @rpc true
  @doc "Return service status."
  @spec status(map(), map(), keyword()) :: {:ok, :ready | :degraded}
  def status(_payload, _meta, state) do
    {:ok, Keyword.get(state, :status, :ready)}
  end

  def helper, do: :not_exposed
end
Only public functions marked with @rpc true are exposed. @rpc functions must have arity 3:
(payload, meta, state)
	payload is the request term.
	meta is per-request metadata sent by the client.
	state is the state returned by the service init/1 callback.

Operation identity is native BEAM data:
{MyApp.AdminRPC, :status}
Serve the service through the adapter server:
defmodule MyApp.AdminRPCServer do
  use SafeRPC.Adapter.Server, service: MyApp.AdminRPC
end

{:ok, _pid} = MyApp.AdminRPCServer.start_link(socket: "/run/my-app/rpc.sock")
use SafeRPC also implements SafeRPC.Adapter.Service. Override init/1 if the service needs runtime state:
def init(opts), do: {:ok, Keyword.fetch!(opts, :repo)}
Compile-time metadata
At compile time SafeRPC records:
	service name and version;
	exposed operation modules/functions;
	docs and specs for descriptors;
	atoms visible at RPC boundaries for safe ETF clients.

See Atom vocabularies and safe ETF.


  

    Clients

Clients run in the calling BEAM at runtime.
One-shot calls
A one-shot call opens a socket, sends one request, waits for one reply, and closes the socket.
{:ok, status} = SafeRPC.call("/run/my-app/rpc.sock", {MyApp.AdminRPC, :status})
Pass a payload and metadata when needed:
SafeRPC.call(socket, {MyApp.AdminRPC, :lookup}, %{id: "123"}, meta: %{trace_id: "abc"})
Persistent clients
Use a persistent client process when making multiple calls:
{:ok, client} = SafeRPC.Client.start_link(socket: "/run/my-app/rpc.sock")

{:ok, status} = SafeRPC.call(client, {MyApp.AdminRPC, :status})
{:ok, item} = SafeRPC.call(client, {MyApp.AdminRPC, :lookup}, %{id: "123"})
Casts
Casts send a request and return the server acknowledgement:
{:ok, :noreply} = SafeRPC.cast(client, {MyApp.AdminRPC, :refresh}, %{scope: :all})
Async requests
task = SafeRPC.async(client, {MyApp.AdminRPC, :slow_report}, %{range: "24h"})
{:ok, report} = SafeRPC.await(task, 10_000)
Use yield/2 and cancel/1 for non-blocking waits and cancellation.
Atom preparation
If replies can contain atoms not yet present in the client VM, prepare the client before the first atom-rich call:
:ok = SafeRPC.prepare(client, max_atoms: 1_000, max_atom_length: 128)
Preparation asks the server for its compile-time vocabulary as strings, validates it on the client, and interns accepted atoms so later replies can be decoded with safe ETF.
See Atom vocabularies and safe ETF.


  

    Atom vocabularies and safe ETF

SafeRPC decodes frames with:
:erlang.binary_to_term(binary, [:safe])
The :safe option refuses to create new atoms. This protects the VM atom table, but it means a client must already have any atoms that appear in a reply.
Server compile time
SafeRPC builds a service atom vocabulary at compile time. For use SafeRPC services it includes:
	the service atom from service: ...;
	operation module and function atoms;
	literal atoms from @rpc specs;
	literal atoms from @rpc function bodies;
	literal atoms from @rpc options;
	optional explicit atoms from use SafeRPC, atoms: ....

SafeRPC only inspects RPC boundaries. It does not collect atoms from unrelated helper functions.
Example:
defmodule MyApp.AdminRPC do
  use SafeRPC, service: :my_app

  @rpc true
  @spec status(map(), map(), term()) :: {:ok, :ready | :degraded}
  def status(_payload, _meta, _state), do: {:ok, :ready}
end
The vocabulary contains :my_app, MyApp.AdminRPC, :status, :ok, :ready, and :degraded.
Frameworks that generate SafeRPC services should put compile-time metadata that crosses the RPC boundary in the generated @rpc body. SafeRPC will see literal maps, structs, tuples, and keyword lists there and collect their atoms without framework-specific hooks.
Client runtime
The client asks for the vocabulary at runtime:
{:ok, atoms} = SafeRPC.atoms(client)
Then it can validate and intern it:
:ok =
  SafeRPC.prepare(client,
    max_atoms: 1_000,
    max_atom_length: 128,
    allow: [~r/^[a-z][a-z0-9_]*$/, ~r/^Elixir\.MyApp\./]
  )
prepare/2 never decodes arbitrary atom-rich replies. It receives atom names as strings, applies the client policy, and only then calls String.to_atom/1 for accepted names.
Dynamic atoms
SafeRPC cannot infer atoms created only at runtime, for example atoms coming from a database row or user input. Prefer strings for unbounded values. If a runtime atom set is finite and intentional, declare it explicitly:
use SafeRPC, service: :my_app, atoms: [:queued, :running, :failed]
What this does not guarantee
Safe ETF protects the Erlang runtime from creating unbounded atoms while decoding. It does not validate application semantics. Servers should still authorize requests, and clients should still validate replies according to application rules.


  

    Authorization

SafeRPC has two runtime authorization layers on the server side.
Capabilities
A capability is a token plus an operation scope:
cap = SafeRPC.Capability.new(token: "secret", ops: [{MyApp.AdminRPC, :status}])

{:ok, _pid} =
  MyApp.AdminRPCServer.start_link(
    socket: "/run/my-app/rpc.sock",
    capability: cap
  )
The client sends the token per request:
SafeRPC.call(socket, {MyApp.AdminRPC, :status}, %{}, cap: "secret")
Use ops: :all to allow every operation for that token.
Built-in operations such as :safe_rpc_atoms and :safe_rpc_describe are checked the same way. Include them explicitly if a restricted capability should allow discovery or atom preparation.
Authorizers
An authorizer can inspect the full decoded request:
defmodule MyApp.RPCAuthorizer do
  @behaviour SafeRPC.Authorizer

  def authorize(%{op: {MyApp.AdminRPC, :status}}, _context), do: :ok
  def authorize(_request, _context), do: {:error, :forbidden}
end
Configure it on the server:
MyApp.AdminRPCServer.start_link(
  socket: "/run/my-app/rpc.sock",
  authorizer: MyApp.RPCAuthorizer,
  auth_context: %{service: :my_app}
)
SafeRPC intentionally does not define users, tenants, roles, sessions, or resource semantics. Those belong in the application authorizer.


  

    Protocol

SafeRPC transports Erlang external term format (ETF) frames over a packet-oriented transport. The default transport is a Unix domain socket.
Term shapes
SafeRPC currently uses four protocol terms.
Call request:
{:safe_rpc, 1, id, cap, :call, op, payload, meta}
Cast request:
{:safe_rpc, 1, id, cap, :cast, op, payload, meta}
Cancel request:
{:safe_rpc_cancel, 1, id}
Reply:
{:safe_rpc_reply, 1, id, result}
Each term is encoded with :erlang.term_to_binary/1 and decoded with :erlang.binary_to_term(binary, [:safe]).
Fields
	id correlates requests and replies.
	cap is an optional capability token checked on the server.
	kind is :call or :cast.
	op is the application operation. use SafeRPC services use {Module, function}.
	payload is the request term.
	meta is a map of per-request metadata.
	result is normally {:ok, term} or {:error, reason}, but SafeRPC does not enforce an application result schema.

Built-in operations
SafeRPC reserves two operation atoms:
:safe_rpc_describe
:safe_rpc_atoms
:safe_rpc_describe returns a native descriptor for tooling on compatible code paths.
:safe_rpc_atoms returns the service atom vocabulary as strings so independent clients can prepare their VM for safe ETF decoding.
Both operations go through normal server-side capability and authorizer checks.
Safe decoding
SafeRPC does not use unsafe binary_to_term/1 for protocol frames. Safe decoding rejects unknown atoms, remote references that would create atoms indirectly, and unsafe external function references.
For atom-rich cross-release replies, use SafeRPC.prepare/2 before the call. See Atom vocabularies and safe ETF.
Versioning
The protocol term version is currently 1. Unknown or malformed request/reply terms are rejected by the protocol decoder.


  

    Local bindings

Deployers can describe local SafeRPC sockets with a plain ETF term. SafeRPC does not require a binding loader; the file is just operational metadata.
Example binding term:
%{
  catalog: %{
    socket: "/run/apps/catalog/rpc.sock",
    modules: [Catalog.API, Catalog.Admin],
    listener: :rpc,
    upstream: "unix:/run/apps/catalog/rpc.sock",
    unit: "app-catalog.service"
  }
}
Only :socket is required by SafeRPC. Other keys are for deploy tools, supervisors, diagnostics, and application-specific discovery.
A trusted local deployer can write the term:
File.write!(path, :erlang.term_to_binary(bindings))
A consumer can read it and call the socket:
bindings =
  System.fetch_env!("HOSTKIT_RPC_BINDINGS")
  |> File.read!()
  |> :erlang.binary_to_term([:safe])

SafeRPC.call(bindings.catalog.socket, {Catalog.API, :status})
If binding metadata itself contains atoms unknown to the consumer VM, the application may decode trusted local binding files with normal ETF. That trust decision belongs to the application/deployer boundary, not the SafeRPC wire protocol.
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Dispatches SafeRPC operations to explicit MFA route tables.
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Framework-neutral HTTP request envelope for SafeRPC adapters.
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Framework-neutral HTTP response envelope for SafeRPC adapters.
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Adapter from SafeRPC HTTP envelopes to Plug endpoints.
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SafeRPC adapter service for Plug endpoints.

      




  

    
SafeRPC.Adapter.Server 
    



      
SafeRPC server wrapper for framework-agnostic adapter services.
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Framework-agnostic service behaviour for SafeRPC adapters.
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Bounded atom vocabulary preparation for SafeRPC clients.
SafeRPC decodes protocol frames with :safe, so replies can only contain atoms
that already exist in the client VM. A service may expose a bounded vocabulary
as strings; clients validate that vocabulary and intentionally intern accepted
atoms before making calls that may return them.
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Optional authorization hook for SafeRPC requests.
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SafeRPC client process and one-shot client helpers.
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A sharded pool of SafeRPC clients.
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SafeRPC.Descriptor 
    



      
Self-description for a SafeRPC service.
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          @type module_description() :: %{
  ops: %{optional(atom()) => SafeRPC.Op.t()},
  meta: map()
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          @type t() :: %SafeRPC.Descriptor{
  meta: map(),
  module: module(),
  modules: %{optional(module()) => module_description()},
  service: atom() | String.t(),
  version: String.t() | nil
}
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A SafeRPC operation exposed by an Elixir function.
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  arity: non_neg_integer(),
  docs: String.t() | nil,
  function: atom(),
  meta: map(),
  module: module(),
  name: atom(),
  spec: String.t() | nil
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Term protocol encoding for SafeRPC.
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GenServer-like Unix socket server for explicit SafeRPC APIs.
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Per-client SafeRPC server connection loop.
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Elixir-native SafeRPC service DSL.
defmodule MyApp do
  use SafeRPC, service: :my_app

  @rpc true
  @doc "Return service status."
  @spec status(map(), map(), term()) :: {:ok, map()}
  def status(_payload, _meta, state), do: {:ok, state}
end
Only functions marked with @rpc are exposed. Operation identity is the
Elixir module/function pair {Module, function}.
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SafeRPC.Task 
    



      
A SafeRPC asynchronous request.
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Transport behaviour for SafeRPC framed binaries.
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SafeRPC.Transport.Unix 
    



      
Unix domain socket transport for SafeRPC.

      




  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




